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•  Focus (Deliverable): 
q  “An Overview of the Regulatory Environment for 

Connected Health” 
ü Connected Health 
ü Software-as-a-Medical Device 
ü Need for Regulatory Intelligence Systems 
ü Connected Devices 
ü Mobile Devices 
ü Unique Device Identification - UDI 

Background 
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Initial Approach 
•  Attitude towards Regulation 

•  Risk adverse 
•  Hampers innovation: Think Tank 

•  People shape innovation 
•  Regulation shapes devices 

•  Minefield: 
•  Do I have a medical device? 

•  Wellness vs. Medical Device 
•  Am I compliant? 
•  Can I streamline regulation assessment? 

•  Decision support? 

Background 
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Learning to Drive 
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Learning to Drive 
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Can we develop an ‘easy to use’ guide 
for Connected Health Regulation? 

Can we 
certify it? 



ARCH Report 
The Enlightenment 
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Before After 



•  Reliance on technology 
•  “Intended Use” 
•  Feature rich innovation 
•  Networked (medical) devices 
•  Responsibility & Accountability 
•  Classification 
•  Risk!! 

Software-as-a-Medical Device 
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•  Lesson 1: Regulations provide an 
instrument to protect against risk 



New Product Development 
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•  Sample Decision Making 

Do I Have a Medical Device? 
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Start 



Do I Have a Medical Device? 
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Is the Software 
a Computer 
Program? 

Does the Software Perform an 
action different from storage, 

archival, lossless compression 
or simple search? 

Is the Software 
Embedded or Installed on 

a Medical Device? 

Yes No 



Do I Have a Medical Device? 
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Is the Software for 
the benefit of 

individual Patient(s) 

Is the software an accessory to 
a medical device? 

Is the intended purpose 
of the software in the 
scope of the MDD? 

Yes No 

No 

Software out of 
Scope of MDD 

Yes 
Software in 

Scope of MDD 



Medical Device Classification  
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Medical device software system:  
•  Class A: no injury or damage to 

health is possible; 
•  Class B: non-serious injury is 

possible; 
•  Class C: death or serious injury is 

possible. 
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•  Lesson 2: Healthcare technologies 
are classified into various classes 
(from I-III) depending on their 
intended use and the associated 
risk to humans 



•  Compliance for Connected Health guiding: 
1.  Performance and Product Standards 
2.  Development Standards 
3.  Quality Systems 
4.  Patient-Reported Outcome (PRO) Regulations 
5.  Ethics Standards 
6.  Systems and Interoperability and Data Standards 

Regulatory Compliance 
Checklist (Report) 
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FDA Medical Device Recall Report  
2003-2012 
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•  Growing ‘software’ problem 
•  Cause the majority of recalls associated with 

devices. 
•  Aim: Reduce the (potential) risk associated 

with software failure 



Risk Associated with Software 
Failure 
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•  Lesson 3: Software quality is a growing 
problem in the MedTech industry 



•  Devices, services or interventions are 
designed around the patient’s needs, and 
health related data is shared: moving 
towards a more preventative and 
efficient service model.  

•  Transform traditional healthcare model: 
•  Empower patients through information 

•  Concern: 
•  Difficult to define Connected Health 
•  Lack of regulatory transparency 

Connected Health 
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•  Lesson 4: Connected Health has the 
potential to transform healthcare service 
systems by increasing its safety, quality and 
overall efficiency 



•  “an instrument, apparatus, implement, machine, 
contrivance, implant, in vitro reagent, or other similar 
or related article, including a component 
part, or accessory which is: 

•  Intended for the use in the diagnosis of disease 
or other conditions, or in the cure, migration, 
treatment, or prevention of disease, in man 
or other animals, or 

•  Intended to affect the structure of any function of the 
body of man or other animals…..”. 

Connected Health Guided by 
Medical Device (FDA) 
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•  “Any instrument, apparatus, appliance, software, material or other article, 
whether used alone or in combination, including the software intended 
by its manufacturer to be used specifically for diagnostic and/or 
therapeutic purposes and necessary for its proper application, intended 
by the manufacturer to be used for human beings for the purpose of:  
ü  diagnosis, prevention, monitoring, treatment or alleviation of disease, 
ü  diagnosis, monitoring, treatment, alleviation of or compensation for an injury or 

handicap, 
ü  investigation, replacement or modification of the anatomy or of a physiological 

process, 
ü  control of conception, and which does not achieve its principal intended action in 

or on the human body by pharmacological, immunological or metabolic means, 
but which may be assisted in its function by such means. 

Medical Device 
EU Directive 2007/47/EC; 93/42/EEC 
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•  Lesson 5: A ‘medical device’ refers to any 
instrument, apparatus, appliance or software.  

Therefore, software can be classed as an in vitro 
diagnostic medical device.  

Software-as-a-Medical Device must be regulated 
to reduce the risk of harm on people’s health. 



•  Software: machine-readable instructions 
(programs/procedures) that instructs a computer to 
perform specific operations. 
•  Software lifecycle 

•  Concern: the software development process. 
•  Quality Management 
•  Healthcare risk and impact 

The Role of Software 
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The Role of Software 
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•  Lesson 6: there is a regulatory expectation for 
software which is outlined in the Council 
Directive 2007/47/EC that: 

•  “For devices which incorporate software or which 
are medical software in themselves, the software 
must be validated according to the state of the art 
taking into account the principles of development 
lifecycle, risk management, validation and 
verification” 



Risk Management 
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IEC 62304 
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•  Software is a primary contributor 
to risk in medical device 
manufacture. 

•  Software development is a ‘risky 
business’ 

•  Perform risk-based activities 
during software validation 

Risk Management 
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•  Procedure to which a company assesses 
whether a medical device meets the 
applicable requirements  

•  Differ depending on the classification of the 
medical device (GMD, IVD or AIMD.  

•  Technical file: 
•  Product description and intended use; 
•  Design specification and drawings; 
•  Essential requirements and standards; 
•  Labelling and instruction for use; 
•  Pre-clinical evaluation; 
•  Clinical evaluation. 

Conformity Assessment (NSAI) 
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Risk Management 
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• Lesson 7: State of the art for medical 
device software development is 
addressed in: 
•  IEC 62304 and aligned standards (i.e. ISO 

13485, ISO 14971, IEC 60601-1).  



•  Transmit: systems connected directly or 
indirectly which transmit medical data.  

•  Store: any device which stores medical device 
data. 

•  Convert (Translate): permitted to convert/
translate medical device data but is not allowed 
to alter the content in any way. 

•  Display: prior to the ruling all devices used to 
display medical device data were considered to 
be accessories to the parent device or they had 
to undergo separate classification. 

Connected Health: Data 
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•  Data stored electronically should 
be protected using passwords, 
encryption, physical equipment 
security and firewalls.  

•  Health Insurance Portability and 
Accountability Act (HIPAA)  

•  Medical device data system 
(MDDS)  

•  Need for a QMS as required by the 
Quality System Regulations (QSR) 

Data Security 
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•  Effective cybersecurity management is intended to 
reduce the risk to patients by decreasing the 
likelihood that device functionality is intentionally or 
unintentionally compromised by inadequate 
cybersecurity. 

Cybersecurity 
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•  Lesson 8: Manufacturers are responsible for 
remaining vigilant about identifying risks and 
hazards associated with their medical devices, 
including risks related to cybersecurity, and 
are responsible for putting appropriate 
mitigations in place to address patient safety 
and assure proper device performance. 



•  Adequately identify medical devices 
through their distribution and use.  

•  Comprise of a unique numeric/
alphanumeric code.  

•  Labellers must also submit specific 
information to Global Unique Device 
Identification Database (GUDID). 

Unique Device Identification 
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•  Lesson 9: As part of a QMS, companies 
should also begin to implement a change 
strategy to accommodate for the introduction 
of UDI in their operations and examine how 
this can support the development of 
Connected Health innovation 

 



•  The rapid growth of technological and software development innovation to 
deliver innovative healthcare solutions makes even more challenging to align 
regulation and technology conformity assessment practices and processes 

•  Jan-Feb 2015 
•  2015-01-19 FDA publish draft guidance on "general wellness" devices 
•  2015-01-19 FDA publish draft guidance on regulation of medical device accessories 
•  2015-01-20 General Wellness: Policy for Low Risk Devices (draft) 
•  2015-01-27 EU update list of harmonized standards 
•  2015-02-03 IEC/FDIS 62366-1 released  
•  2015-02-09 Mobile Medical Applications (Issued) 
•  2015-02-09 Medical device data systems, medical image storage devices, and 

medical image communication devices (issued) 
•  2015-02-09 FDA publish final medical device data system (MDDS) guidance  

Regulatory Intelligence 
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•  Overcome the “noise” by pooling quality resources 
•  Central intelligence point? 

Regulatory Intelligence 
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Online database of country-specific clinical 
research regulatory information designed  

Search and analyse millions of drug and medical 
device adverse events 

A tool to share inspectional, compliance and 
enforcement related data 

Information on publicly and privately supported clinical 
studies on a wide range of diseases and conditions 

Official FDA Guidance Documents 
and other regulatory guidance 

Standardisation organisation 
for the Republic of Ireland 
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•  Lesson 10: Organisations need to be aware 
of what regulatory changes are in the 
pipeline, and potential implications and 
requires a system to monitor multiple 
sources e.g. EU Commission, FDA, IMDA, 
RAPS, NSAI, academia. 

•  Examine technological methods to alert 
Quality Management Teams to develop 
Regulatory Intelligence 



•  Human Factors and Usability Engineering to Optimize Medical Device 
Design 

•  Identify and Prioritise tasks: risk to the user derived from analytical 
techniques; 

•  Develop scenarios during subsequent design validation testing; 
•  Identify use-related hazardous situations to develop risk mitigation 

strategies; 
•  Evaluate trade-off considerations and effectiveness of design 

enhancements 
•  Optimise the user interface with respect to device safety and effectiveness;  
•  Clarify the dynamics of device-interaction associated with known or 

suspected use error scenarios. 

Human Factors: Usability 
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•  FDA (2015): estimated that there will be 500 million 
smartphone users worldwide using a healthcare application.  

•  2018, 50% of the more than 3.4 billion smartphone and 
tablet users will have downloaded some form of mobile 
medical- or health-related applications. 

•  Concern: various apps can be downloaded on BOYD 
•  May not be fully equipped with sufficient levels of 

protection to monitor and analyse third party apps or their 
potential impact on patient care. 

Mobile Devices 
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•  Conclusion: Connected Health faces many 
complex challenges in regulation. 

•  Through ARCH and industry collaboration 
we can support shape this field. 

•  Opportunity to lead Connected Health 
regulatory support for organisations to 
support: 
•  Quality Management Systems - develop 
•  Innovation - support 
•  Decision-making - guide 
•  Risk assessment – evaluation 
•  Cloud services 



•  Be Ambitious + Visionary 
•  Meet JIBO: family robot J 
•  Imagine how we could apply this in 

Connected Health? 
•  Video Link 
•  Can we regulate for such 

innovation? 

Example: Connected Health 
The Future? 
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Thank You! 
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